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INFORMATION AND TECHNOLOGY (IT) POLICY 
 
THIS POLICY APPLIES TO EVERY STAFF AND STUDENT AT BBPS, NOIDA

PURPOSE OF THE IT POLICY

The IT policy of the school outlines the procedures and protocols to ensure a safe, efficient, and secure environment for the use of technology resources within Bal Bharati Public School, Noida. It covers guidelines for Hardware and Software usage, Management of Software Licenses (LMS, VMS, Biometric Attendance, School Transport Tracking System, Examination Software etc., Annual Maintenance Contracts (AMC), IT Audits, Cybersecurity protocols and the Data Protection policy.

IT INFRASTRUCTURE MANAGEMENT

The Components and key aspects of IT Infrastructure Management with school are as follows :

A. Network Management

The overall I/C for the Network Management will be the System Administrator of the School

· The System Administrator at Bal Bharati School, Noida will make provision for network infrastructure, including routers, switches, firewalls, and load balancers for optimal campus connectivity.
· The school’s network will be protected using advanced encryption protocols and firewalls to block unauthorized access.
· Real-time monitoring of network performance and security on a daily basis will be done by System Administrator to ensure seamless academic and administrative functions.
· Students and staff are to use designated network zones (such as secured Wi-Fi networks) when accessing the internet for academic and administrative purposes.
· The monitoring tools under the supervision of System Administrator will be employed to oversee network traffic and ensure that no malicious activity or unauthorized devices are connected to the network.

B. Hardware Management

The overall I/C for the Hardware Management will be H.O.D, IT Dept.

· The IT Dept. will ensure that servers are properly maintained, regularly patched, and updated to efficiently manage the school’s workload.
· Additionally, she will be responsible for the deployment and maintenance of computers, laptops, printers, and other devices used daily by the students, staff and teachers.
· She will also keep track of IT assets, monitoring their lifecycle, warranty status, and scheduling necessary hardware upgrades to ensure smooth operations across the campus.

C. Procurement of New Software and Hardware

· Any procurement of new software or hardware is to align with the school's IT strategy and the school will obtain recommended action by the IT Tech Council and approval from the competent authority.
· Vendors are to provide full documentation of the purchased software, including licenses and warranties for hardware.

D. Software and Application Management

The overall I/C for the Software and Application Management will be PGT (A.I)

· The I/C will be responsible for Installation, patching, and updating of operating systems (Windows, Linux, macOS) to maintain security and functionality.
· The I/C will manage enterprise software (ERP, CRM, databases) and ensure that all applications are running smoothly.
· He/She will ensure compliance with software licensing agreements and managing renewals or upgrades.
· She will implement security measures to prevent vulnerabilities within applications and software systems.
· The Staff and Students of the school are prohibited from downloading, possessing, using access to the computer system or disrupting the computing processes in any way.    Using viruses or any other invasive software is expressly forbidden. 

E. Software Licenses

The TGT (Computer Science) will be the overall in-charge of managing software licenses.  

· The school must ensure that all software used on its network is licensed and up-to-date.
· A dedicated license management system must be used to track software installations and ensure compliance with licensing agreements.
· Open-source software may be adopted where possible to reduce costs, provided it meets security and educational standards.
· The IT department must conduct annual reviews of software licenses to ensure compliance, especially for educational tools, anti-virus programs, and administrative software.

F. Server Management / Server Room 

As the System Administrator and Head of the IT Department, you will be responsible for the following tasks:

•	Handling the upkeep of server, ensuring proper cooling, power supply, and server optimization.
•	Setting up backup and recovery processes, ensuring minimal downtime during unexpected disasters, and implementing failover systems.
•	Data must be regularly backed up in secure locations (on-site, cloud, or both).
•	Ensuring quick recovery of systems and data in case of hardware failure, cyberattacks, or natural disasters, including defining RPO (Recovery Point Objective) and RTO (Recovery Time Objective).
•	Continuous monitoring of server health, bandwidth, system resources, and application performance using tools like Nagios, SolarWinds, etc.
•	Setting up automated alerts for system failures or anomalies and generating reports for management to assess performance and uptime.
•	Ensuring that the IT infrastructure is capable of scaling according to business growth or seasonal demand spikes.   Rephrase in a manner that the above will be the responsibility of system administrator and HOD IT Dept.

G. Security and Compliance Management

The System Administrator and Head of the IT Department will be responsible for Security and Compliance Management, which includes the following tasks:

· Formulating and implementing security policies, protocols, and standards to safeguard data and infrastructure.
· Using firewalls, encryption, antivirus software, and monitoring tools to protect against data breaches, malware, and hacking attempts.
· Ensuring that the IT infrastructure adheres to regulatory requirements (GDPR, HIPAA, etc.) and following industry standards for data protection and privacy.
· Developing incident response plans to address security breaches or cyberattacks quickly and effectively.

H. User and Device Management

The overall I/C for the User Device Management will be H.O.D, IT Dept.

· Managing user identities, roles, and permissions within a centralized directory to control access to resources.
· Ensuring all devices connected to the network (laptops, smartphones, tablets) are secure and up-to-date with patches.
· Providing end-user support for IT issues and troubleshooting device or software problems.
· All Hardware is the property of BBPS, Noida and should not be moved or altered without the consent of the HOD, IT Dept. 

I. Annual Maintenance Contracts (AMC)

The Admin Officer and Principal will be the overall in-charges for the Annual Maintenance Contracts (AMC) of IT Department assets.

· All IT equipment, including computers, projectors, printers, networking devices, and servers, are to be covered under a valid AMC with certified service providers.
· The AMC provider must ensure regular maintenance and timely repairs of all IT equipment.
· Quarterly checks must be conducted for hardware efficiency, ensuring that all critical equipment like servers and networking devices function optimally.
· For critical IT infrastructure (such as servers and school management systems), a separate AMC is to be maintained with rapid response times for emergency issues.

J. IT Security Protocols (for Students, Stakeholders and Staff)

· Staff and students will be given organization email ID and they must use the ID for all official communications only. The same must not be used for any personal reason.
· All staff, students, and administrators must follow guidelines provided in the Cyber Safety Policy to safeguard personal data and IT infrastructure.
· Use of SSL-VPN for remote access is mandatory to ensure secure communication outside and within the school premises.
· A firewall must be maintained, along with an Intrusion Detection System (IDS) to monitor and prevent unauthorized access to the school’s network.
· Data encryption will be used for sensitive information, particularly in school management systems.
· A two-factor authentication mechanism is compulsory for email accounts, cloud services, and administrative software.
 
K. Incident Reporting (for Students and Staff of BBPS, Noida)

· Any IT- related incidents (such as data breaches, unauthorized access, or hardware failures) are to be reported to the IT department and Head of the School immediately.
· A log of all reported incidents will be maintained, and incidents of critical nature must be escalated to the school principal and relevant authorities from time to time.
· The school cyber cell, comprising 03 members—VP/HM, IT in-charge, and a member from the technical team—will handle breaches as per the Cyber Safety Policy.
 
L. Audit Procedures 

The overall I/Cs for the Audit Procedures will be IT Manager, System Administrator and members of  IT Dept.

· Quarterly internal audits will be conducted to ensure that IT infrastructure is compliant with school policy, licensing agreements, and cybersecurity protocols.
· The audit will focus on network security, software licensing, hardware performance, and data management practices.
· A detailed report will be submitted to the school management highlighting any risks, gaps, or required improvements.
· An external IT audit will be performed every year by an independent third party to review the school’s cybersecurity defenses, data handling procedures, and compliance with legal obligations.
· Recommendations from the audit must be implemented within a stipulated time frame.

M. Access Control

· Only authorized personnel will have access to sensitive administrative tools and data. Staff accounts will be audited regularly to ensure no unauthorized access is granted.
· Students must use their dedicated school accounts and are prohibited from using or accessing any administrative accounts.

N. Backup and Disaster Recovery

· All critical data, including student records, staff information, website data and financial documents, must be backed up daily. Cloud-based storage or an offsite server must be used for redundancy.
· Weekly audits must be conducted to verify the integrity of backup systems and ensure that data restoration procedures are tested periodically.
· The IT department must have a disaster recovery plan that outlines steps to recover IT infrastructure in the event of a significant cyber-attack, natural disaster, or hardware failure.

O. Compliance with Cyber Law

· The school will comply with the provisions of the Information Technology Act 2000 and any applicable amendments.
· Also, the school will adhere to the Cyber Safety Policy as prescribed by CES.

P. Parental and Student Acknowledgment

· All students and parents must acknowledge the school’s IT and Cyber Safety Policies by signing a consent form at the start of each academic year.
· Periodic workshops will be conducted to educate students and staff about responsible IT use and compliance with the school’s IT and cybersecurity policies.
 
This IT policy is subject to periodic reviews and updates in accordance with changes in technology, cyber threats, and legal regulations.





 											Asha Prabhakar
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