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A presentation on Cyber Safety Awareness..... [t’s better to be Alert than Sorry!



Hacker breaches Rahul cyber-Seéufity

Smriti Singh & Neera] Chauhan | rww

New Delhi: This is one aam admi out-
reach Rahul Gandhi will not appreci-
ate. In April, when the Congress gen-
eral secretary was in the thick of poll
campaigns, hackers were busy break-
ing into two web servers created by
him for family constituencies in Ut-
tar Pradesh. Passwords were illegal-
ly accessed and the internet address
tweaked to redirect web users onto an
engineering college website.

The web servers - amethinet and
raebareli - are maintained from 12
Tughlak Lane, Rahul Gandhi's bun-
galow, round the clock by his own team
of technical experts. On April 8, some
of them noticed suspicious activity on
the network. The site was getting redi-
rected and the email accounts blocked
An FIR was lodged, stating, “officials
found that amethi.net website is not
accessible”, A case was registered un-

Rising at an alarming rafe, the number of ¢
the country may double to 3 lakh in 2015 and could pose
serious economic /and hational ‘security challenges, an
Assocham-Mahindra SSG study has warned.

Neelabh

ber crimes in

India has emerged as a favourite ar%;rfg cybercriminals,
mostly hackers and other malicious users who use the
Internetfo commit crimes such/as identity theft,
spamming,.phishing and other types of fraud.

The hacking reportedly took place
between April 4 and April 19. Sources
said the servers and websites at 12
Tughlak Lane maintained informa-
tion on the constituencies of Rahul
Gandhi and his mother, Congress chief
Sonia Gandhi. The young MP’s house
is also a hub of policymaking for Youth
Congress and the systems store huge
databases in terms of constituencies,
individuals and trends, they said

Amethinet and raebareli were cre

Pun ]abCoIIeges COMifically to address the con-

der 66 Information Technology Act
The Special Cell of Delhi Police is now
on the lookout for the hacker.

“Technically. the hacker cracked
the whole domain system of the serv-
er and used an email to get the pass-
words," a senior officer who is part of
the probe said.turns here

stituents, but the former, after hack-

ing, opened nmwme
website of an efiginéering college in

Bahadurgarh, Haryana, When Rahul's
eam c ed main name sys-
tem (DNS) of the website, it showed an
[P address different from that of Rahul
Gandhi’s network. “Amethinet domain
is registered with godaddycom domain
and when officials tried to log in to the
domain management console, it was

WHY BEING CYBER SAFE IS |[Mizu/sanziaN

Teen hackers held for

- <8 lakh ¢
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not working,” the FIR said.

Email IDs created for password re-
covery was also hacked. “The login
and password for this email was also
not working,” said the complaint. As
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experts reset the password for ame- |, &

thi@hotmail.com and accessed the ac-
count, they found several suspicious
emails. “These emails were sent by
domain management console - go
daddy.com (of amethinet) - to an un

LR OULD LAND
known person on his request regard- T {H
ing password recovery,” says the FIR. !

Officials said the recovered emails i
revealed the times at which IP address |
password recovery requests were gen
erated by the hacker. “The unknown
hacker has cracked all of our domain ¢
management console passwords us
ing password recovery email account
amethi@hotmail.com and has made
changes in DNS zone files so that it '}

got redxrec!ed into some other web- et

sites,” the FIR said
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Student held for cyber crime

Staff Correspondent

HUBLI: In a joint operation, the
Hubli police and the Cyber
Crime Investigation Cell of
Chandigarh solved a case re-
ported from Hubli by arrest-
20-year-old hotel
management student from

| Chandigarh.

The arrested student, Sahil
Sharma, is the son of a senior
Haryana Government official.
He has been arrested on the
charge of fraudulent use of
credit cards of people resid-
ing outside the country.

The police action follows a
complaint by Deepali Go-
tadke, who runs e-commerce
site Clickhubli.com using
which customers abroad send
flowers and gifts to their
friends and relatives in India.

Ms. Deepali takes orders
through payment gateway
provided by a firm called
CCNOW based in the U.S. In

August and September 2008,
she received three orders
from Reji Abraham, a resi-
dent of the U.S. And as per the
orders, three mobile handsets
worth Rs. 75,000 were deli-
vered to Komal Goel, a resi-
dent of Gurgaon in Haryana.

Although Ms. Deepali re-
ceived the amount for the or-
der, the firm which takes the
order recovered the amount
from her after Mr. Abraham
claimed that he had not
placed any order for the mo-
bile handsets.

Ms. Deepali then started
processing her orders care-
fully and got suspicious when
she received orders for two
more mobile handsets from
the same email ID through
which she had earlier re-
ceived one of the first three
fraudulent orders. These or-
ders had been placed on be-
half of Shiela Lane from
Britain and Kerrie Sheldon

from the U.S. and wanted the
handsets to be delivered to
Sahil Sharma in Chandigarh.

Ms. Deepali was able to
trace the IP addresses of the
computers from which the
emails had been sent and got
confirmation that the orders
had been placed from India
itself. She then filed a com-
plaint with the Hubli police.

Hubli-Dharwad Police
Commissioner N. Shivaku-
mar sent a team to Chandi-
garh, who in a joint operation
on January 8 arrested the ac-
cused by sending a courier
boy as a decoy.

According to the Police, Sa-
hil worked for an internation-
al call centre in 2006 where
he used to sell mobile phones
to international customers
and note their credit card
numbers for the company’s
record. Meanwhile, Sahil
Sharma was released on bail
by a Hubli court on Saturday.
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- . COST OF CYBERCRIME
CYBER CRIMES [AULEINEIY smBN l;‘fgfsé’& | 546 8N [ cYBER CRIME BYTES
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WHO 1S Eaglin) THESE CRIMES ?

STALK\NG

N REAL LIFE ON FACEDODK

belong to the

18-30 age group!!!

ACCEPTABLE



WE ARE SMART ![HHIMlpIsIX2F ARE SWHRTER

With mcreasmg use of information technology (IT) enabled services such as e-governance,

online business and electronic transactions, protection of personal and sensitive data have

assumed paramount importa ‘
»

Smardﬁbne users rarely check for security certificates while downloading apps (games,
music and other software) from third party or unsecured sites, the study said, adding that
mobile banking apps store®data such as PIN and account humber, on the phone.

.

There is a risk that if the phone is hackedor stoleh, then the information is compromised.
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Cyberspacé is a man made world that is constantly evolving. It differs from

the static physical world as it has no boundaries, no geographical mass and no
gravity. It is limitless;; constantly changing its shape, atiributes and
characteris.’rics. It Z:Z In a form of bits and bytes; it is an information
driven world. |

Regulating cyberspace means regulating both man and the machine. There is
ethics, safety and security involved. 1



. \\
In Cyberspace, we hav, P \
\

Cyber Ethic exploring appropriate and ethical behaviours related to online

environments and digital media. [t includes plagiarism, bullying and, hacking to
hame a few. . 2

Cyb}r/ Safety defining how one operates on-line. It includes rules guiding
how to keep personal information safe and limited.

Cybersecurity involving tasks undertaken on the computer to keep it.

secure from people who wish to harm it or use data stored on it unlawfully.
This includes installing virus software and firewalls.



BE SOCIAL BUT BE CAREFUL WHEN U RAEaRYsI4AR-4SOCIAL

NO SOCIAL MEDIA ETHICS

Cyber Crimes Registered In Mumbai JJj Offences
B 90 N Detectr

2016*
l 24

ps P e A 912
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Fake Facebook Profile Cases In Mumbai

24
e
ws 178 o
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*Till March 8

August 15 | A 23-year-old woman
complained about her fake FB profile
and bulk friend requests sent to
those known to her. Investigators
tracked down a 26-year-old
Chembur lawyer from his IP
address. He was arrestedon 4
February 19, 2016 -

October 7 | A woman

> Best way to curb
such crimes, experts
say, is implementing
the law strictly. High
profile arrests and
people being jailed
may be a deterrent

WHAT NOT TO DO ON SOCIAL MEDIA

» Social media
guidelines should be
published at the
community level and
propagated in places
of worship, schools
and colleges as part
of moral science

MAJOR CASES OF FAKE PROFILES REGISTERED IN 2015

October 10 | A 36-year-old woman
found her fake profile was used to
send friend requests to her brother's
friends. The accused, a law graduate
from UP, arrested in March
2016, said she dumped him
after getting him to elope
0\ with her from his
marriage years ago

teacher from a suburban

school complained about
a fake profile made in her
name, used to send obscene
messages to students. The ‘ A
accused tumedouttobe i

a student she had w('

reprimanded in school

\J December 17 | A 35-year-
- Y old woman complained

<7 her fake FB profile was
used for obscene chats. The
} accused proved to be her

e brother-in-law, upset his
mother favoured the
victim over his wife

» Don't give out personal
information, like birth date,
mother’s maiden name

» Don't post personal
pictures or your
children’s photos.
These can be
morphed for ransom

» Don't accept

friend requests from
people you don't know
on social media accounts.
Criminals get easy access to
everyone on your friends list
through it

» Avoid check-in on

Facebook that may be used
to track your location.

Continuously checking

into places makes it

easier for criminals to
track your lifestyle
trends over a period
of time

» Do not let children

below the age of 13
have social media accounts.
When they do get their own
accounts, make them aware
of the risks



DO NOT FEED THE |ZgliS]s

P hiShng is the attempt to obtain sensitive information such as usernames, passwords,

and credit card details (and, indirectly, money), often for malicious reasons, by
disguising as a trustworthy entity in an electronic communication.

Phishing is typically carried out by email spoofing or instant messaging, and it often
directs users to enter personal information at a fake website, the look and feel of which
are almost identical to the legitimate one.

Don’t Get Phished

Never trust an unsolicited email, text message, pop-up window, Facebook message, eftc.
that asks you to: give sencitive information such as your Social Security or bank account
humbers; click on a link or open an attachment; or send someone money.

Don’t trust the message no matter how convincing or official it looks; no matter if it
appears to come from your bank, the government, your ISP, or your best friend.

Use common sense! Always independently verify the authenticity of the message before you respond...



REAL VS FAKE : BE AN [WyWip=wsX=AThy

Cyber Criminals are now using fake facebook and twitter profiles to lure people (especially teenagers and businessmen) into a vicious
honey trap. This may be followed by fixing a meeting, then kidnapping the victim and asking for a ransom. One should be careful while
accepting friend requests and conversing with a stranger on such platforms.

[t’s a FAKE '

facebook & = ¢ EEEEE

Zack Muckerburg
M Studed at Harvard University # Lives in Boston, Massachusetts .
ork # Add your hometown @ Add languages you

Update status [3) Add photo/video e

Answer: Click here to see
@ e e Connent- S er 2434t OK
Needs review 1
51 1nén

One must know that a person chatting with you as a 16 year old girl may be a 45 year old man!

In August of 2012, CNN reported that there were currently over £3 M ILLION fake / impostor Facebook
profiles as of that time and that Facebook was working hard to rid their site of these frauds.



B elacgElVaRJiNe): A CRIME THAT ATTACKS THE MIND

Cyberbullies use computers, cellphones, or other devices to harass, threaten, humiliate, or
otherwise torment their peers. It may include hurtful text messages to the victim, or rumors
spread through cellphones or online.

The psychological and emotional outcomes of cyber bullying are similar to real life bullying
outcomes, except for the reality that with cyber bullying there is often no escape. School ends
at 3 p.m., while the internet is available all the time.

Bullies create - web pages and videos to make fun of their peers;
- fake, humiliating profiles of the people they wish to intimidate on social networking sites.

Cyber-bullies have used mobile devices to take embarrassing photos or videos, and uploaded them for the world to see and
discuss.

Nearly 437% of kids have been bullied online. ..
70% of students report seeing frequent bullying online. ..

Over 0% of teens use a cell phone regularly, making it the most common medium for cyber bullying. ..



Y0U ARE LEAVING UR plelyysiSauayy={ =N

A digital footprint is a trail of data you create while using the Internet. In includes the websites you visit,
emails you send, and information you submit to online services. A "passive digital footprint” is a data trail
you unintentionally leave online.

Manitat }lQl([ Digital EQQtpﬂ.ntS'

Use Privacy Settings

Keep a list of accounts then delete the ones you no longer use.

Don’t overshare, this includes usernames, aliases, passwords, last
names, full-names-as-usernames, pictures, addresses, and other
important information.

Use A Password Keeper

Google Yourself

Monitor Linking Accounts: When you link your facebook or twitter
account to that new site (whatever site that might be), you may not
realize-or care at the moment-what you're giving it access to.
Searches are Social: Google pulls the same trick with search and
browsing habits. If a student is logged into their Google account, the
service tracks every keyword they search, every Web page they visit
and every time they visit Youtube.

3 DIGITAL FOOTPRINT

Be smart about what you share.

i

Blogs

and Wikis
Protect what Is personall
| Den'l share full name, address,
: o 8|
OC_=)

Emails

S B Texts

Don't send embarrassing

pholos.
Don't talk to people

you don't know.

THINK BEFORE YOU SHARE



SAY 1wl TO REE=EEEIE Why students plagiarize

COPYING WrTRouT COPYING WITHOUT m Lack of research
PERMISSION 1S PERME%SMN 1S THlEF/ skills

STeALING! ! ! . STeALING! ; g 3 ’/

Many people think of plagiarism as copying another's work or
borrowing someone else’s original ideas. But terms like
“copying” and "borrowing” can disguise the serioushess of
the offense:

W Lsckof time

Carelesz notetaking

W Confusion on how
to cite sources

According to the Merriam-Webster online dictionary, to “plagiarize” means:

*to steal and pass off (the ideas or words of another) as one's own
*to use (another's production) without crediting the source
*to commit literary theft

*to present as new and original an idea or product derived from an existing source

In other words, plagiarism is an act of fraud. It involves both stealing someone else’s work and lying about it afterwards.



Ny M) TOGETHER OUTSMART CYBER CRIMINALS

Protect Yourself A) these ™ Tips:

*Keep security séﬂware current: Having the latest security software, web
browser and operafmg gystem is the best defense against viruses, malware
and other online threats.

*When M&bt, throw it out: Links in email, tweets, posts and online
advertising are often how cybercriminals try to steal your personal
information. Even if you know the source, if something looks suspicious,
delete it. p

ERDLL
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.
*Protect all devices that connect_to the internet: Along with computers,

smartphones, gaming «systems and other web-ehabled: devices also need
protection from viruses and malware.




2 .
*Plug & scan: USBs aano’rher external devices can be infecteMses and malware. Use your security

software to scan them! \,

g
e

Think before you act: Be wary of communications that implores you to act immediately, offers something that
sounds too good to be true or asks for personal information.

Make your password a sentence: A strong password is a sentence that is at least 1Z characters long. Focus
oh positive sentences or phrases ﬂ{af you like to think about and are easy to remember (for example, “| love
country mugic.”). On many sites, you can eveh use spaces!

4

Unique account, unique password: Having separate passwords for every account helps to thwart
cybercriminals. At a minimumgseparate your work and personal accounts and make sure that your critical
accounts have the strongest passwords. s

WORSTPASSWORDS OF 2012 "]

#1 password

#2 123456 e
#3 12345678 d

#4 abc123 A1 ' /

#5 qwerty ¥1 4 4

#6 monkey h y

#7  letmein =21 %
unchanged up down =X, data

#8 dragon =22
#9 111111 A3
#10 baseball =1

Protection




Lock down your login: Fortify your online ac
such as biometrics, security keys or a unique
device. Your usern
media. /

est authentication tools available, )
ime code through an app on your mobile
es and passwords are hot enough to protect key accounts like email, banking and social

. \ . . » .

Protect your Money: Net banking and shopping, check to be sure the sites is security enabled. Look for web
addresses with “https://,” which-means the site I;akes extra measures 1o help secure your information.
“Http://” is not secure.

Back ft.up: Protect your valuable'work, music, photos and other digital information by making an electronic
copy and storing it safely.

IS*NOT A GAME ... [IT:S YOUR LIFE

STAY SAFE ONLINE !



