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Our Vision

To build a secured and resilient Cyberspace
for the students !!!




What is Cyber Crime ?

' m The internet has given rise to new
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entertainment, business, sports or
education but Internet also has it’s
own disadvantages in the form of
Cyber Crime i.e. illegal activity
committed on the internet.



Cyber Safety - Need of the hour!!

Cyber safety is the safe and responsible use of information and
communication technology.

> Keep the information safe and secure.
What Does

[t Mean To Be » Be responsible with the information.
» Be respectful to other people online.

» Use good ‘netiquette’( the etiquette on

the internet) .



Why do we need a Cyber Policy !}

“Cyber Policy is needed to protect information and information
infrastructure along with building capabilities to prevent and
respond to cyber threat, reduce vulnerabilities and minimize
damage from cyber incidents through a combination of
institutional structures, people, processes, technology and
cooperation.”
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BBPS Noida, Cyber Policy: H ‘[&,g: <

Students must not eat/drink near the IT devices. 4 N}

Must respect school equipment and should not indulge in moving the IT
equipment's and/or cables.

Students must not cause damage to any equipment. If they spot any
damage, they must inform the teachers immediately.

Must not use flash drives or any other external media (Cell phone, hard
disk, CD, camera etc.) for the purpose of Saving or transferring the work

Installing new software without due permission from the computer faculty.



*Viewing social media sites/registering on any website/downloading any
material for use must be under the strict supervision of the teacher.

**In the computer lab, Internet access is allowed only after permission from
computer faculty and the computer faculty reserved the right to check IDs of
the users

s Students are not allowed to bring equipment such as iPad, iPod, PSP, mobile
phones etc. to the school. Any such equipment confiscated from the students
will be kept in the school.

¢ Students must report incidents of Cyber Bullying and misuse of IT resources to
their teachers/parents immediately. i ‘[ - &

Safety, K ‘
Note: This policy applies whenever students are using Bal Bharati Public School Information Technology equipment, P |
services and/or resources, whether such equipment, service and/or resources is being used at school or home. B



Breaching of Cyber Policy..

**Minor breaches (like installing new software, accessing internet, brining IT
devices to devices without prior permission of the concerned teacher etc.)
of this policy will result in the suspension period of two weeks.

**Major breaches (like cyber bullying, identity theft etc.) of this policy will
result in the suspension period of up to ten weeks.

**If you behave online in a manner that threatens the well being of another
child, student, parent or member of the school community, even if this
occurs off-site and or out of the school hours, the Principal/VP/HM has the
authority to take appropriate action.

Note: If you breach this policy, you will be subjected to Bal Bharati Public School Behavior Management Policy.



*When it is suspected that a personal electronic device such as a mobile phone
is used to capture images of a crime (such as an assault), or contains any
other evidence of a crime, the device will be confiscated and handed to the
police.

**If the Principal suspects an electronic crime has been committed, this will be
reported to the Police Department. Where there is a further reasonable
suspicion that evidence of a crime, such as an assault, is contained on a
mobile phone or other electronic device such as a notebook, computer etc.,
and the device will be confiscated and handed to the investigating police
officer. The police will determine any further action.

**These actions may be taken even if the alleged incident occurs off site and/or
out of school hours.

Note: If you breach this policy, you will be subjected to Bal Bharati Public School Behavior Management Policy.



Guidelines for Parents:

**Place the computer in an open area in your home — not in
your children’s bedroom.

**Set clear expectations for your children, based on age and
maturity.

**Install parental control (content filtering) software.

s*Learn internet basics, be approachable and lead by example.




Guidelines to use the internet safely:

BEWARE

WHAT YOU SHARE
| . >

~

*Don’t give out personal information such as your
address or phone number.

**Do not share passwords, user names, account IDs or
PINs with anyone besides your parents.

**Do not share other people’s personal information or
say things that might violate the safety or rights of
others, even if you mean it as a ‘joke’.




Watch your child against Cyber Bullying!!

*»*Discuss any changes in mood or behavior with them. If
you are concerned, help your child to stay connected to
friends and family they trust.

— ' ¢ Talk to your child about cyber bullying before it happens.
/Warning Signs v
'~ YourChild
.:;ei“; “*Be aware of what your child is doing online and explore
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s*Keep the lines of communication open so your child will
be comfortable talking about if something is worrying
them. Help your child to develop the skills they need to
interact safely and respectfully online. Guide their online
activities and help them Ilearn to communicate
appropriately with friends and family.

‘*Help your child to block anyone who sends offensive

content. Most social networking services allow users to
block and report someone who is behaving badly.

@ ,L‘: B g:)

cybérbul'i:'ying






